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Abstract

Building applications from independently developed services is one of the current trends in software devel-
opment. In this context, the quality–and specifically performance–of a composition of services is a crucial
factor for deciding which componentsmust be selected, or to choose whether a given sequence of interactions
can provide the requested quality of service. To achieve this goal, different methods and tools to capture
and analyze the performance of web services have been developed. These methods and tools aim at helping
Web service providers and consumers to understand design trade-offs, optimize the system by identifying
performance bottlenecks, or analyze the system performance within a specified deployment environment.

The goal of this paper to propose an initial taxonomy for analyzing the existing performance prediction
and analysis methods for the development of service-based systems. Then, we use this taxonomy to discuss
the strengths and weaknesses of different performance prediction approaches, trying to establish a basis to
select an appropriate prediction method and to provide recommendations for future research activities.
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1 Introduction

1 Introduction

During recent years, the way software systems are designed and built is undergoing great changes.
One of the major current trends is the development of applications created from independently
developed services. In this vision, providers offer similar competing services corresponding
to a functional description of a service; these offerings can differ significantly in some Quality
of Service (QoS) attributes like performance [20, 21]. On the other side, prospective users of
services dynamically choose the best offerings for their purposes. Using the Service Oriented
Architecture (SOA) paradigm to build applications, services can be dynamically selected and in-
tegrated at run-time, so enabling system properties like flexibility, adaptiveness, and reusability.

In this context, the quality–and specifically performance–of a composition of services is a
crucial factor for deciding which components must be selected, or to choose whether a given
sequence of interactions can provide the requested QoS. However, while managing QoS in dis-
tributed systems is not a novel problem, a number of additional issues arise in the context of a
service-oriented computing environment, due to the nature of these applications. In fact, service
based applications are built by integrating pieces of software (possibly developed by different
stakeholders) in a distributed setting and the configuration can change during run time. Besides,
applications built on services should ensure, on one hand, that users experience the required
performance and on the other hand that provider incomes are maximized. Due to the high dy-
namism of the applications, the quality assessment should be performed both at development
and at run time. In fact the quality of the application depends not only on the selected services
but also on the underlying support systems and on the network resources.

To achieve this goal, different methods and tools to capture and analyze the performance
of Web Service (WS) have been developed. In general, the proposed approaches for evaluation
of quality of service capabilities for WS are quite different each from the other. Each one focuses
on a different set of QoS metrics and can be applied at run-time or system design time. Also, the
existing approaches are built upon different QoS models and techniques. In this scenario, it can
be difficult to choose the right approach which can be applied to a specific QoS evaluation study.

In this paper we want to address this issue. After a first analysis of the main QoS require-
ments, we focus on the performance attribute and we propose an initial taxonomy to analyze
the various performance prediction and analysis methods for the development of service-based
systems. Then, we use this taxonomy to discuss their respective strengths and weaknesses. In
doing so, we establish a basis to select an appropriate prediction method and to provide recom-
mendations for future research activities.

We observe that the literature of performance approaches for WS is extremely large. To made
things worse, in most cases the general performance evaluation and estimation methodologies
can be applied to theWSworld with slight modifications, as well. That would further increase the
size and complexity of our analysis. In this paper we concentrate on architectural-level perfor-
mance evaluation of WS applications; for this reason, at the moment we do not consider most of
the QoS evaluation approaches based on system and services monitoring, as monitoring requires
(by definition) a running system to be monitored, and thus cannot be applied at the architectural
design level. However, this work represents only an initial step towards a definition for a taxon-
omy of QoS measurement and prediction for WS, and can constitutes a starting point for further,
broader investigations.

The paper is organized as follows. In Section 2 we give an overview of the QoS requirements
and their meaning in the context of WS. In Section 3 we describe the attributes we use to classify
the QoS approaches. In Section 4 we describe some recent QoS prediction and measurement
approaches according the the previously illustrated attributes. We summarize the classification
in Section 5 and we present the conclusions in Section 6.

2 QoS Requirements

Since 2002 Menasce [20] highlighted the need for QoS definition, specification and evaluation
in WS from the perspective of both service provider and service user. In 2003 the W3C [1] sum-
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3 A taxonomy of concerns

marized the key requirements of QoS for WS. A good review paper on the state-of-art in the field
has been presented by Ludwig in [16]. Recently, several research works dealt with the definition
of QoS languages for WS-based applications. This includes HP’s Web ServicesManagement Lan-
guage (WSML) and framework, IBM’s Web Service Level Agreement (WSLA) language, the Web
Services Offer Language (WSOL) as well as approaches based on WS-Policy[16].

There are many possible QoS metrics which can be considered; however, the metrics which
are usually relevant for WS are the following [1]:

Performance The performance of a web service represents how fast a service request can be
completed. Depending on the stakeholders interests several figures of merit can be defined to
deal with performance, such as throughput, response time, execution time and resource utiliza-
tion. Throughput is the number of completions of web service requests during an observation time
interval. Response time the period of time necessary to complete a web service request. Execution
time is the resource time consumed by a web service to process its composing activities. Resource
utilization is the percentage of time a resource is busy serving web services activities [13].

Dependability The dependability of WSes is a property that integrates several attributes, the
most important of which are: Reliability (representing the ability of a WS to perform its required
functions under stated conditions for a specified time interval), Availability (i.e., the probability
that the system is up) and security.

Price WS can be provided against payment of a certain amount of money; usually the price
of a WS is defined by the provider. The price may be fixed for each invocation, or proportional
to the actual (measured) service demand to each WS method that is used. Providers may also
request higher fees for services hosted on better/faster hardware.

Reputation The WS reputation reflects a common perception of other WS or customer to-
wards that service. In other words, it aggregates the ratings of the given service by other prin-
cipals. Typically, a reputation would be built from a history of ratings by various parties [17].
Several new models and metrics have been defined to deal with this new attribute (interested
reader can refer to the conference series ICWS [3] and ICSOC [2]), however in this paper we
don’t tackle this issue but it remains object of future work.

3 A taxonomy of concerns

We now describe a set of attributes (see Fig. 1) which will be used to classify each approach.
These will form the basis for the discussion carried out in Section 5.

Point of ViewWe consider two different point of views: provider and consumer Point Of View
(PoV). Each approach may evaluate the QoS from the service provider o consumer PoV (or
both). This distinction is meaningful as provider and consumer have usually very different–even
anthitetic–goals. The provider is interested in maximize the resource utilization or the economic
profits while providing an adequate service level. The consumer is interested in minimizing the
cost, while maximizing other QoS metrics such as reliability or throughput.

Development Level Execution of a distributed application which consists of the invocation
of different WS is a complex task, which can be done only after the needed WS have been lo-
cated, selected and integrated. QoS attributes can be managed both at Run-Time or ad Design
Time: quality assessment should not be deferred at the end of the development phase, but rather
incorporated in the selection and integration activities.

The quality assessment should be performed both at development and at run time. In fact the
quality of the application not only depends on the selected services but also on the underlying
support systems and on the network (resources).

QoS metric Different QoS parameters require different types of resources and different man-
agement approaches. Performance management from a provider point of view deals with shared
or dedicated resources to be allocated to a particular scope of quality. The service providers are
mainly concerned about utilization and throughput of their resources; this is because they usually
want to ensure maximum resource utilization and maximum throughput so that they are able to
serve the largest number of customers. On the other hand, from the consumer side performance
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3 A taxonomy of concerns

management is mainly related to the observed response time. Reliability is an important QoS
metric, especially in the context of distributed Web applications. Cost is another important QoS
metric. Providers want to maximize their income, while customers want to obtain an adequate
service level (in term of performance, reliability, security) with the minimum cost.

QoS enhancementmethodsDifferent methods and tools can be used to predict/analyze QoS
of WS, we outline the main approaches followed so far in the literature:

Models Stochastic models are widely used in the performance and reliability evaluation of
computer and communication systems. Different kinds of models have been proposed includ-
ing single queueing systems, queueing networks, timed stochastic Petri nets, Markov and non-
Markov stochastic processes. Various types of model can be applied to represent specific char-
acteristics of classes of systems, such as queueing networks for congestion systems and timed
stochastic Petri nets for concurrent systems, Markov model to study reliability and availability.
Models can be classified in two main categories: analytical and simulation models depending
on the analysis approach. An analytical model of a system is represented by a set of variables
and parameters to represent system components and a set of equations that correspond to their
interactions.

Ontology This term became popular in the last years to indicate a (specification of a) conceptu-
alization of a knowledge domain, qualities of services in our case. Roughly speaking an ontology
can be seen as a taxonomy with some additional features such as semantic relationships among
terms and attributes or well defined rules about the way to define terms and relationships. The
definition of a QoS ontology provides a basis for providers to advertise their offerings, for con-
sumers to express their preferences, and for ratings of services to be gathered and shared. In
such a way, the matching between demands and offerings can be done semantically and dynam-
ically. The semantic matching allows the service agent to match consumers to services using
the providers advertised QoS policy for the services and the consumers QoS preferences. The
provider policy and consumer preferences are expressed using the concepts in the ontology.

Measurement and MonitoringMonitoring is a runtime activity whose objective is to collect data
about a phenomenon and analyze them with respect to certain criteria. The data to be collected
and the analysis criteria must be defined as part of the monitoring parameters, and may change
dynamically. The main goal of monitoring activities is to discover potential critical problems
while a system is executing. In general terms, the monitoring system is meant to perform contin-
uousmonitoring of a set of services, by analyzing relevant extra-functional properties; in addition
it can also check the behavior of invoked services against a certain specification. In real-life sce-
narios, a naive approach to monitoring can introduce considerable QoS degradation, influencing
those very parameters that one aims to measure.

Selection or Composition In the SOA context, the key point is to build applications through the
selection and/or composition of available services. By service selection we denote the activity of
choosing, among a number of alternatives, the services providing the required functionalities. It
may be possible that different implementations providing the exact same functionality, with dif-
ferent QoS, are available. In this case, it is necessary to select the “best” alternative, depending on
some optimality criteria (i.e., select the service with minimum cost, or with better response time).
By service compositionwe denote the definition of an integration schema yielding the target appli-
cation by means of composition of available services, each one providing a simple functionality.
Again, given a set of basic building blocks, the same complex behavior may be obtained by differ-
ent composition schemas of different blocks; it is thus necessary to select the “best” composition
schema, according to some optimality criteria.

Current SOA approaches only partially address this global vision. While services are de-
scribed and listed in public registries, there is little or no support for actually making quality-
based service selection and integration. Therefore, QoS support for WS has recently become a
very active area of research and standardization, involving major challenges such as QoS-aware
service description, composition, and selection (e.g., [8, 20]).
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Figure 1. The Taxonomy used in this paper

4 Classification of approaches

Quality of Service (QoS) and specifically performance has been extensively studied in the con-
text of computer systems and networks. However, performance in the context of software en-
gineering and WS has seen a flurry of recent research activity. Due to space limitation, in the
following we restrict our attention to relevant literature on resource optimization, QoS-driven
service discovery and selection, QoS models and metrics and QoS-aware frameworks, while in
the next section these works are compared/classified taking into account the concerns defined in
Section 3.

4.1 Resource optimization

Service Level Agreement (SLA) defines a set of consumer expectations which must be met by a
provider if a contract is not to be broken. Since providers will potentially be offering many differ-
ent services to different consumers, they must adopt an efficient policy for resource management
which differentiates consumers into service ranges. To this end several works exist in the litera-
ture that focus on resource management by improving the QoS elements like response time and
throughput and, in some cases, the reliability of the servers(see [16, 26] and references therein
for an overview). Classical approaches based on optimal resource allocation have been applied
[11], or ad-hoc methods have been developed based on differential resource allocation schemes
for different requests based on the request type [14]. These kinds of resource allocation have
beenmade on the basis of either request content, or the percentages of request arrivals. Other ap-
proaches focus on building infrastructure that controls the order (schedule) in which the requests
are picked up for execution by a resource to effect [14]. These methods are based on QoS moni-
toring systems. In [26] the authors evaluate different approaches when providers adopt a policy
based on service differentiation and in response introduce and evaluate an expectation-based ap-
proach to QoS assessment which presupposes the classification of consumers into ranges defined
by their expectation. As well as carrying out assessment to determine the likely future behavior
of a provider for a given consumer expectation, a confidence value is attached to this assessment
to indicate the level of certainty that the result is accurate. The obtained results suggest that this
confidence-based approach can help consumers make better informed decisions in order to find
the providers that best meet their needs. In [28] the authors describe a resource allocation algo-
rithm used by a QoS brokering service. The goal of the resource allocation strategy is tomaximize
the resource utilization at the service provider side while trying to meet the user-defined QoS re-
quirements. Panzieri et al. [15] describe a QoS-aware middleware which can be include in appli-
cation servers in order to implement SLA-driven clustering of servers. The middleware operates
by dynamically configuring, monitoring and balancing the load among different servers, in order
to provide strong QoS guarantees despite high variability in the request rates.
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4.2 QoS-driven service discovery and selection

Different approaches have been followed so far, spanning the use of QoS ontology, the definition
of ad-hoc methods in some general framework, and the exploitation of optimization algorithms.

Considering the use of ontologies, Maximilien and Sing [18] address dynamic service selec-
tion via an agent framework coupled with a QoS ontology. With this approach, participants can
collaborate to determine each others service quality and trustworthiness. The same authors de-
scribe in [19] a service selection process based on a trust model taking into account a shared QoS
conceptualization that considers the preferences for qualities when determining the trust value to
assign to service instances. Vu et al. [27] present a QoS-based semantic WS selection and ranking
solution with the application of a trust and reputation management method. A quite different
approach is proposed by Casati et al. [9], that present a dynamic service selection using a data
mining approach on the service conversation logs. that can dynamically analyze the logs of vari-
ous conversations and determine the services that best satisfy the service consumer’s goals [9].

Other works concern different kinds of optimization algorithms for the selection of concrete
services in a composite service [4, 5, 10, 30, 31]. Yu and Lin [30] discuss selection algorithms
for multiple QoS attributes defining the problem as a multi-dimension multi-choice 0-1 knap-
sack one as well as a multi-constraint optimal path problem. Zeng et al. [31] present a global
planning approach to select an optimal execution plan by means of integer programming. They
propose a simple QoS model using the attributes: price, availability, reliability, and reputation.
They apply linear programming for solving the optimization QoS matrix formed by all of the
possible execution plans to obtain the maximum QoS values. Ardagna and Pernici [4] model the
service composition as a mixed integer linear problem where both local and global constraints
are taken into account. Their approach is formulated as an optimization problem handling the
whole application instead of each execution path separately. Claro et al. [10] propose the use of
multi-objective optimization techniques to find a set of optimal Pareto solutions fromwhich a re-
questor can choose. Canfora et al. [5] adopt a quite different strategy for optimal selection based
on genetic algorithms. An iterative procedure is defined to search for the best solution of a given
problem among a constant size population without the need for linearization required by integer
programming.

The approach presented in [6] differs from previous works which have tackled the service
selection as an optimization problem in that the optimization is performed on a per-flow rather
than per-request basis. In case of high volumes of service requests, per-request service selection
approachesmay suffer from scalability problems because of the computational overhead for solv-
ing the optimization problem for each single requests (also more times per request, according to
some proposal [31]). On the contrary, in this approach the solution of the optimization problem
holds for all the requests in a flow, and is recalculated only when some significant event occurs
(e.g., a change in the availability or the QoS values of the selected concrete services). Moreover,
the broker solves the optimization problem taking into account simultaneously the flows of re-
quests generated by multiple requestors, with possibly different QoS constraints.

4.3 QoS of WS composition and QoS-aware frameworks

While in some casesWSmay be utilized in an isolated form, it is natural to expect that WSwill be
integrated as part of workflows. In this section we describe some of the approaches which have
been proposed in the literature to evaluate QoS characteristics of workflows.
Cardoso et al. [7] propose an approach for evaluating different QoS characteristics of WS pro-
cesses by means of a technique called Stochastic Workflow Reduction. This can be applied to
estimate different QoS attributes, such as cost, reliability and response time. Different QoS mea-
sures for whole workflows based on atomic QoS attributes by means of graph reductions on the
flow-graph describing the workflow.
The paper [12] proposes a mechanism that implements an optimizing WS composition combin-
ing performance optimization, price optimization, and payload optimization when meeting the
requirements of SLA. The paper defines a negotiation arithmetic, which is applied to the set of
the business requirements and the vector space of the relative parameters of candidate WS. Af-
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ter analyzing the condition to meet the requirements defined by the SLA, the QoS optimization
rate of each candidate WS is computed based on performance, cost, and payload. Based on their
optimization rate, the candidate WS are ordered and selected to accomplish the required task.
In [23] the authors propose both an evaluation approach for QoS attributes of WS, which is com-
pletely service and provider independent, and a method to analyze WS interactions and extract
important QoS information without any knowledge about the service implementation.
In [24] the WS composition from a performance viewpoint is studied and measured. This mea-
surements demonstrate that WS composition may reduce the maximal load of a system drasti-
cally (i.e., quasi-exponentially with the number of service compositions). In order to mitigate this
performance reduction, the author proposes an optimized service composition architecture as a
solution. This service component architecture uses service connectors on top of standard WS
middleware. It optimizes automatically the local invocation of services with a Lookup-and-
Service bus. The result is that no service congestion occurs since local service invocations have
the cost of local call.
Proposals of QoS-aware frameworks can be found in [22, 25, 29]. Yu and Lin [29] present a broker-
based framework for the dynamic integration of WS with end-to-end QoS constraints. The main
functions of the proposed QoS broker include: service tracking, dynamic service composition
model, dynamic service selection, and dynamic service adaptation. WebQ [22] is a QoS-basedWS
framework where the service selection is based on the parallel execution and monitoring of the
candidate target services. Serhani et al. [25] propose a broker-based architecture which adopts
QoS verification and certification in the service selection process.

5 Discussion

In Table 1 we summarize the different QoS approaches described in Section 4, according with the
taxonomy defined in Section 3. The first column in the table identifies the approach. The “QoS
Metric”, “Point of View”, “Dev. Level” and “QoS Enhancement Method” columns indicates the
attributes already described in Section 3. In the “Dev. Level” column we use the abbreviations
RT and DT to denote Run-Time and Design Time QoS management, respectively.

From our analysis we can derive some observations. Development, configuration and deploy-
ment ofWeb services can be a challenging task, which can require resources in term ofmanpower,
time and hardware. The use of techniques which help delivering an adequate level of QoS is then
crucial for the success of such systems. Design-time approaches allow both the development
of QoS-aware services from the early design stages and the selection (composition) of existing
services in such a way to satisfy performance, reliability, security and other extra-functional re-
quirements. On the other hand, approaches which can be used at Run-time have the benefit of
being able to cope with unexpected variabilities in the usage pattern (e.g., workload intensify),
which are very difficult–almost impossible–to predict at design time. However, QoS manage-
ment techniques which only work at Run-time can only be applied after all the services have
been deployed, which can be difficult and costly.

The literature contains a large number of approaches dealing with QoS management at the
consumer side. This is reasonable, as many QoS requirements are important mostly from the con-
sumer point of view. However, customer-level requirements should be considered in conjunction
with provider-level ones, which are quite different: while users are mostly interested, e.g., in re-
ducing costs and decreasing response time, the service providers want to maximize their profits,
resource usage and throughput (number of served requests per time unit). A successful QoS
management strategy should consider both these point of views, and find an acceptable tradeoff
between the customer requirements and the service provider ones. Regardless of their approach,
techniques for the QoS management inWS should exhibit also the following basic characteristics:

Accuracy The prediction must be accurate enough in order to provide useful results. On the
other hand, a compromise between the accuracy of predictions and the analysis effort must be
found in order to enable the efficient evaluation of complex applications.
Adaptability Prediction and monitoring techniques should support efficient performance man-
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agement under architecture changes where services are added/modified or replaced by different
type of services.
Cost effectiveness The approaches should require less effort than prototyping and subsequent
measurements and similarly the measurement of existing applications should take place in short
time due to the high dynamism of the applications.
ScalabilityWS applications are typically built either with a large set of simple services or utilize
few large-grain, complex services. To predict quality attributes, analysis techniques need to be
scalable to handle both cases.
Generality The approach should be applicable to different component technologies with min-
imal modification. This enables the quality prediction of an integrated system with multiple
component technologies involved.

6 Conclusions

In this paper we examined some of the current QoS analysis techniques for Web services mainly
focusing on the performance attribute. We first defined a taxonomy of concerns which we used
as a basis to classify the approaches described in the literature. Then, we applied this taxonomy
to a set of QoS management techniques for WS, with special emphasis on architectural-level
performance evaluation of WS applications. From the analysis of the existing approaches we
derived some observations about strengths and weaknesses of different classes of approaches,
and directions for future developments.

This work can be considered as a starting point towards a broader analysis which would in-
clude many other approaches which have been left outside from this paper. Anyway, we believe
that the taxonomy we proposed here can be useful to classify the QoS analysis techniques for WS
applications and to select a suitable analysis method.
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